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Software Assurance Metrics And Tool 
Evaluation (SAMATE) project 

Current Areas of Concentration 
 
Static source code security analyzers 
Static Analysis Tool Exposition (SATE) 
SAMATE Reference Dataset (SRD) 
Vote tools evaluation methodology 
Studies 

 
http://samate.nist.gov/  

 

http://samate.nist.gov/


SAMATE’s Niche 
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Confidence in IT Systems 

Mature 
Process 

Resilient 
Execution 
Environment 

Study, Review, 
and Test the  
Software 

C = f(p, s, e) 



Weaknesses 
& 

Vulnerabilities 
Static  

Analyzer 

What is a Static Analyzer? 

Computer  
Program 

 Static analyzers check programs for bugs. 
 

 They can’t catch everything 
– e.g. sending data: should it be encrypted? 

 



How Good are Static Analyzers? 

 Does this analyzer find all bugs? 
– without too many false positives … 

 Does it find all the bugs we know about? 
 How well does it do for important bugs? 
 How much is my confidence increased by 

using it? 
 Is running it a good use of my time? 
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Static Analysis Tool Exposition  
SATE 

 Goals: 
– Gather large test sets to enable empirical research 
– Encourage improvement of tools 
– Speed adoption of tools by objectively demonstrating their use 

on real software 
 Steps 

– We choose open source programs with security implications 
– Participants run tools and return reports 
– We analyze reports 
– Everyone shares observations at a workshop 
– We release final reports and data later 

 
http://samate.nist.gov/SATE.html  

 

http://samate.nist.gov/SATE.html


SATE Overview 

 We held four SATEs since 2008. 
 Test sets were in C/C++, Java, and PHP and 

consisted of about 26,000,000 LoC. 
 19 teams on 4 continents participated. 
 We received a combined 128,043 warnings* 

 
We better understand subtleties of 

finding, designating, and counting 
weaknesses. 

7 



Static  
Analyzer 

Weaknesses 
& 

Vulnerabilities 

How can We Test Static Analyzers? 

Computer  
Program 

 Come up with a small set of test programs 
with known bugs. 

 The result of running a tool on the set is 
correlated with the result on large, real-
world programs. 

Test 
Cases 
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SAMATE Reference Dataset (SRD) 
 Public repository of over 

60,000 test cases in C++, 
C, Java, C#, PHP, etc. 
covering 147 classes of 
weaknesses. 
 

 User can search by 
language, weakness, 
code construct, etc. 
 

 Contributions from 
Fortify, Defence R&D 
Canada, Klocwork, MIT 
Lincoln Laboratory, 
Praxis, Secure Software, 
and others.  samate.nist.gov/SRD 

 

http://samate.nist.gov/SRD
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